"Let the people know the facts, and the country will be safe." -Abraham Lincoln 1 ¶1 Popular information needed by "people who mean to be their own Governors" 2 has been disappearing from government agency Web sites on the Internet at an alarming pace, generally in the name of national security. However, much of the information removed has had little effect on national security, but its loss has had a deleterious effect on vitally important public issues, such as local environmental contamination, 3 women's health and employment parity, 4 and civil rights issues.
10.
FOERSTEL, supra note 9, 39-40. After news media groups had worked for ten years to get a Freedom of Information Act passed, agencies were quick to find loopholes; in 1972, public interest groups, including Ralph Nader 12. FOERSTEL, supra note 9, at 66-67.
13.
Id.
14.
See generally Barry P. defined the agency records that were subject to disclosure, set up a rebuttable presumption of mandatory disclosure, and granted nine exemptions. 16 Claiming an exemption is not mandatory;
an agency has the discretion to release the information where no harm would result from the disclosure. 17 The Supreme Court has held that the nine "exemptions are specifically made exclusive . . . and must be narrowly construed."
18 ¶8 The FOIA was amended in 1974. 19 These amendments broadened the definition of agency, revised time limits for responding to FOIA requests, required agencies to make indexes of information more readily available, clarified Congressional intent to allow in camera judicial review of allegedly classified documents in FOIA litigation, required annual reports to Congress, and granted courts discretion to award attorney's fees and court costs for successful litigants (who would be advancing "a strong congressional policy" 20 )
. 21 The amendments were not passed without a political battle. President Ford vetoed the amendments to FOIA, on the advice of Chief 27. § 4(7), 110 Stat. at 3049 (codified at 5 U.S.C. § 552(a)(2) (2000) (emphasis added)). Attempts to limit publication in electronic reading rooms on privacy grounds have not always been successful. Janet Reno instructed all agency and department heads that documents should be provided to requestors unless the "agency reasonably foresees that disclosure would be harmful to an interest protected by" a particular exemption; she further indicated that doubts about whether or not a document fell within an exemption should be resolved in favor of disclosure. 35 Since FOIA was enacted to overcome the reluctance of agencies to reveal their workings to the public, the attorney general's memorandum sends a message, one way or the other, on how agency stubbornness in releasing documents will be viewed from above. ¶13 
43.
The 1974 amendments to FOIA expedited judicial review by setting a ten-day limit for the initial response and a twenty-day limit for a decision on the administrative appeal from a denial or failure to respond within ten days. 5 U.S. C. § § 552 (a)(6)(A)(i)-(ii) (2000). it affected specific facilities. 65 The report first noted the public benefits of TRI data:
First, it has helped communities better prepare for possible emergencies. Second, since industries are required by law to submit detailed tracking information, it has helped industries to understand and track hazardous chemicals at their facilities more effectively and to motivate them to reduce their use and emissions of such chemicals because of the public visibility of such information. Third, environmental and community watchdog groups have used this information to help put pressure on facilities to reduce their use and emissions of such chemicals and to improve local emergency preparedness. In fact, it is well known in the pollution prevention field that public TRI declarations have helped motivate many companies to implement more pollution prevention activities.
66
The report then reviewed the many alternate sources for TRI information about a facility, 67 and concluded that because the TRI data has low usefulness, is widely available elsewhere, and is public domain information, it would be difficult and unnecessary to restrict access to the information.
It would also diminish the public good that comes from providing local community access to information that can significantly affect the well-being of citizens. In addition, such restriction would not enhance security, since the information provided by TRI would still be easy to obtain from other sources.
68 ¶25 The RAND report balances the public good that comes from making information available with the risk of terrorists actually using the information. It concluded that the removed 
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Id. at xxix. An example of information specific enough to be useful to a terrorist might be the location of a "choke point in a major power grid or telecommunications network." Id.
71.
Id. at 125 ("Given the ready availability of alternative data sources, restricting public access to such geospatial information is unlikely to be a major impediment for attackers in gaining the needed information for identifying and locating their desired U.S. targets.").
72.
Id. at 69-70. This analysis means that the actions of the National Imagery and Mapping Agency in ending the online sale of large-scale maps to the public, OMB Watch, supra note 51, http://www.ombwatch.org/article/articleview/213/1/1#NIMA, cannot be justified on national security grounds. The scale of the maps does not give a terrorist the detailed information needed to carry out a planned attack, so removing the maps does nothing to prevent harm and keeps the American public from getting easy access to useful information. information had the benefits of assisting law enforcement, advancing knowledge, informing people about environmental risks, and helping communities prepare and respond to disaster.
69
Since most information identified in the report was simply not specific enough to actually facilitate an attack, the missing information did not uniquely benefit terrorists. 70 The RAND report concluded that there was no need to restrict public access to most geospatial information.
71
There is no need in the trade-off between security and openness to deny citizens access to such information. Much of the information the government is now trying to hide on the grounds of "national security" is accessible elsewhere and the only people harmed by its disappearance are those with limited ability to access it. The RAND report examined 629 federal databases and 78. THORN, supra note 4, at 14 (providing chart of missing information on women's work, domestic violence, pay equity, and trafficking).
79.
Id. at 12. A researcher's attempt to get a copy of the publication or other information on pay equity or worker's rights for women from the Women's Bureau extended to direct telephone contact, but the researcher was told "that no publications on workers' rights and fair pay per se were available at that time from the Bureau." Id. at 13. Another publication, the Handbook on Women Workers, has been removed and has never been re-released. Id. at 12.
80.
The National Cancer Institute had had a report on its Web site informing women that there was no scientific basis for a suggested link between abortion and breast cancer. In 2002, that fact sheet was removed and replaced with a publication stating that studies showing the abortion/breast cancer correlation were inconsistent. Id. at 7. Only after a hundred experts gathered to hold a hearing on the issue was the National Cancer Institute forced to re-post the information that there was no increased risk of breast cancer associated with abortion. Web site. After the Pentagon asserted that the report contained classified material, the commission removed the report from the site. 88 The commission claimed that the report was based only on public information and that the critical nature of the report was the real problem. 97. 5 U.S.C. § 552(f)(2) (2000) ("'record' and any other term used in this section in reference to information includes any information that would be an agency record subject to the requirements of this section when maintained by an agency in any format, including an electronic format").
§ 552(a)(2).
MART R3 This definition appears to confirm existing general practices of treating information maintained in electronic forms as subject to the FOIA and, while it references no particular electronic item such as computer software, seems to broadly encompass information maintained in electronic form.
100 ¶35 Prior to the passage of E-FOIA, there were several cases limiting rights to computer access; the intent of the E-FOIA was to explicitly overrule those cases. 101 The House Report that accompanied the Act certainly defines records broadly enough to include Web pages, which existed in 1996, as well as future technologies. 102 There is a general test for whether or not the subject of a FOIA request is an agency record: "whether (1) the material has been created or obtained by the agency; and (2) the agency is in control of the material." context has expressly addressed a Web page posted on the Internet. 104 The language of the E-FOIA amendments and the legislative history make it clear that making new "electronic formats" available by putting them in "electronic reading rooms" by "electronic means" meant getting documents, whether originally created in paper or on the Web, and putting them on the Internet.
That certainly is the interpretation of the DOJ: "The Electronic FOIA amendments embodied a strong statutory preference that electronic availability be provided by agencies in the form of online, Internet access-which is most efficient for both agencies and the public alike. . . ." 109. Stipulation of Dismissal, supra note 95; see also Letter of Vesper Mei, supra note 95; Schoenhard, supra note 53, at 14 (citations omitted) ("The posting of a web page to the Internet clearly qualifies as disclosure and publication. This argument has been tested in trade secret litigation, where the courts universally have accepted that web publication constitutes public disclosure. Government information that has been posted on the Internet is thus no longer eligible for the national security exemption from the FOIA.").
110.
Exec. Order 13292, § 1.7(c)(2), 68 Fed. Reg. 15315, 15318 (Mar. 28, 2003) allows the reclassification of previously declassified material only if "the information may be reasonably recovered." Once information is on the Internet, and available in whole or in part on other Web sites, it can't reasonably be "recovered." The FBI finally conceded that you can't unring the bell. The government has been somewhat slow to understand the need to index, archive and preserve electronic documents, but a plan has been put in place with the EGovernment Act. Lee, supra note 107, at 168-69 (citations omitted) (discussing the Act's requirements that every federal agency "'establish a process for determining which Government information the agency intends to make available and accessible to the public on the Internet and by other means,'" that a "'federal Internet portal that will integrate agency Web sites'" be created, and that a "'public domain directory of public Federal Government Web sites'" be established). Lee thought the "efforts to build an online space for the public domain offer perhaps the greatest step forward for attaining the public domain's full promise: the public's free access to vast amounts of sources of learning." Id. at 169 (footnote omitted); see also 
118.
Id. at 31 (quoting e-mail from David C. Vladeck, Associate Professor, Georgetown Univ. Law Center, to House Government Reform Committee minority staff (June 22, 2004)). The top-level trend toward more secrecy is having a trickle down effect on agency action; the FBI, for example, is trying to limit the scope of the searches it must perform in response to a FOIA request. In one case, the FBI performed an automated search that failed to find any documents responding to a request, even though searches through other channels showed that relevant documents had been released in response to a previous FOIA request. 128. FOIA gives the district courts explicit statutory authority to review agency decisions to withhold records de novo. 5 U.S.C. § 552 (a)(4)(B) (2000) . The requestor has the discretion to specify the format of the records being requested. 5 U.S.C. § 552 (a)(3)(B) (2000) ("In making any record available to a person under this paragraph, an agency shall provide the record in any form or format requested by the person if the record is readily reproducible by the agency in that form or format.").
129. 28 U.S.C. § 2201 (2000). An agency does not have discretion about posting frequently requested documents in an electronic reading room, so its discretion to determine the number of requests that trigger the obligation cannot be absolute. The legislative history establishes a mandate to post materials on the Internet to avoid multiple FOIA requests and the concomitant duplication of agency resources. See supra ¶ 40. This policy has been implemented in an OMB circular directing agencies, when providing information to the public, including under the Freedom of Information Act, to disseminate information in a way that "achieves the best balance between the goals of maximizing the usefulness of the information and minimizing the cost to the government and the public. 
130.
See McDermott, supra note 29 (finding that no agency reading room contains all of the statutorily mandated material. And "fewer than 30% of the sites examined contained FOIA-released repeatedly requested documents in addition to these other items). Elsewhere, McDermott pointed out that the requirement that agencies put up information that has been released on a FOIA request-and for which they anticipate more requests-is "way more honored in the breach than the observance. Agencies mostly put up trivia if they put up anything. the government had not met its burden of proving an exemption to the plaintiffs' claims for information about the "no-fly" list. The court held:
"The Supreme Court has interpreted disclosure provisions broadly, noting that the act was animated by a 'philosophy of full agency disclosure.'" Nonetheless, FOIA contains nine exemptions which a government agency may invoke to protect certain documents from public disclosure. "Unlike the disclosure provisions of FOIA, its statutory exemptions 'must be narrowly construed.'" The agencies resisting public disclosure-here, the FBI and TSA-have "the burden of proving the applicability of an exception." "That burden remains with the agency when it seeks to justify the redaction of identifying information in a particular document as well as when it seeks to withhold an entire document." 
